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G001

Face recognition is widely used to improve the security level and digital attendance systems,
but even still, it can susceptible to the spoofing using photos, videos or fake mask. The objective
of this work is to evaluate the generalization performance of three CNN architectures
(MobileNetV2, EfficientNetB0 and ResNet50) on face spoof detection by applying them into
intra-dataset and cross-dataset experiments with SiW-Mv2, Replay-Attack and Paper-Attack
datasets. The working of the deep-learning model is explained along with pre-processing of all
datasets: firstly, splitting videos into training, validation and test sets. Secondly, frame
extraction Thirdly, data augmentation for the training images; and fourthly Normalization-
based preprocess_input method. The models use a fine-tuning method to train on the last
30\% of layers; maximum number of epochs is set at 30, batch size typically is {32},and
hyperparameters are fixed. Experimental results are evaluated with respect to accuracy,
precision, recall, F1-score, confusion matrix and average drop rate as measure of sensitivity
of generalization. This experiment confirms that EfficientNetB0 has the lowest performance
loss on all cross-dataset scenarios, therefore being the most stable architecture for domain
variations. The adjusted model is fine-tuned by optimization of the learning rate and patience
value, which performs better in testing on SiW-Mv2. The chosen model is finally tested on
facial recognition based attendance systems to demonstrate practical applicability. The
reported results lead to the establishment of more secure attendance systems, with higher
robustness and less vulnerability to spoof attacks.

Keywords-Face Recognition; Face Anti-spoofing; Convolutional Neural Network (CNN); Cross-
dataset Evaluation; EfficientNetB0; Fine-tuning; Model Generalization

I. INTRODUCTION

One of the possible biometric technologies that can be used to realize remote attendance systems is face recognition. But
there are some problems which we need to face right now in face recognition systems, principal of them is their authentication.
So security concerns have forced an organization where acquiring and installing a trustable attendance system is the corporate
responsibility [1, 2]. In the study of Ming et al. [3], there are many ways that the Presentation Attacks (PA) may be abused by
an imposter in order to cheat a face recognition system, for example, using photos, videos, 3D masks and so on.

In several recent works of anti-spoofing on face, CNN based methods have shown their growing dominance over
conventional approaches for having representative feature ability and yielding higher performance [4]. Spencer et al [5] who
compared deep and shallow CNN for biometric PAD and modified spoofnet architecture. It can efficiently discriminate for
presentation attacks and living beings. Then based on some conditions, it can categorize into type of presentation attack. Tu et
al. [6] proved that if the environment are not constant or different, this is going to cause making spoofing attacks different as
well. For real-time detection systems should be adaptive to different practical situations (e.g. light conditions, background
changes and camera quality/resolution distinctions) [7].
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Face-recognition—based attendance systems may have the potential of such spoofing attacks in the absence of anti-spoofing
detection, and false acceptance can also potentially accept fake faces for valid attendance (false acceptance) or reject real faces
with genuine face authentication data (false rejection), that comprise the credibility and reliability of an attended system [8, 9].

Previous works have shown that most CNN-based face anti-spoofing methods work very well to the training set, but far do
poorly on another dataset. For example, Bian et al. [10] indicated that conventional methods do not have strong generalization
of cross-dataset testing and Sun et al. [11] showed that domain gap (sensors, illuminations and resolution) still bring ‘feature
shift’, which decline the effectiveness or reducing the capability for face anti-spoofing detection.

Given these problems, in this work we will analyze and compare the generalization ability of the following three popular
CNN architectures: EfficientNetB0, ResNet50, and MobileNetV2 by means of a series of intra-dataset and cross-dataset
experiments over three public datasets: SiW-Mv2, Replay-Attack and Paper-Attack. The research also tries to find the
architecture with minimal performance reduction as the most reliable models in operational attendance systems environments.
The most accurate model in responding to the presence of the masks is then utilized in face recognition-based attendance system
for increased security against spoofing attacks. Thus, the conclusions by this study offer theoretical insights on concept of
generalization on CNN models as well as practical implications in terms of recommended architectures for real-world
applications.

II. METHOD

The following paragraphs provide a summary of the main steps involved in the research, which span from dataset selection
over model construction and training processes to evaluation strategies to assess generalization abilities of the three CNN
architectures.

A. Dataset

This work makes use of three public datasets, which include the most popular types of face spoofing attacks: SIW-Mv2,
Replay-Attack and Paper-Attack. All the databases are split into training (70%), validation (20%) and testing (10%) as regard
of data partition, where the splitting is carried out at the video level and not frame-based. This method is also important to
prevent data leakage, which could cause over-estimation of the model’s performance. Then all videos of each subset are
extracted into frames with a resolution of 224 x 224 pixels, following the standard input size of the CNN architectures used in
this research.

1) SiW-Mv2 Dataset

This dataset is one of the modern face anti-spoofing datasets, featuring variations in lighting conditions, camera types,
distances, and attack categories that are more diverse compared to earlier generations of datasets. The SiW-Mv2 dataset is
available through its official repository [12] and was first introduced in the publication by Guo et al. [13], which highlights a
multi-domain attack design to increase the complexity of model evaluation. Tabel 1 is the total number of frames after the
extraction process and Figure 1 is the types of attacks that contained in the SIW-Mv2 dataset.

TABLE 1. SIW-MV2 DATASET DISTRIBUTIONS

Class
Dataset
Real Spoof
Train 2700 3162
Val 764 912
Test 380 486
1A\ J iy 4 v‘\ | ‘
‘ = { a N
Print Replay Full Transparent Paper Silicone Mann-mask
135/61 98/21 7212 60/60 1713 17/4 40129
2D attack 3D mask Head model

MEREREHNE

Impersonate  Obfuscation Cosmetic Funny-eyes Partial Eyes  Partial Eyes Paperglass
61/61 22/15 52/35 179/172 57127 29126 76/71

Make up Physical covering

Figure. 1. Attack Types of SiW-Mv2 Dataset
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2) Replay-Attack Dataset

The Replay-Attack dataset is one of the traditional benchmarks in face anti-spoofing study. This is a dataset consisting of
different replay-based attacks taken with various devices and light conditions. In this study, the dataset was obtained through
the Kaggle platform [ 14], while the complete description of its structure and characteristics was first published by Chingovska
et al. [15], who introduced Replay-Attack as a standard dataset for evaluating model robustness against video replay attacks.
The total number of frames obtained after the extraction process follows the train—validation—test split defined in the
preprocessing stage of this research. Tabel 2 is the total number of frames after the extraction process and Figure 2 is the types
of attacks that contained in the Replay-Attack dataset.

TABLE 2. REPLAY-ATTACK DATASET DISTRIBUTIONS

Class
Set
Real Spoof
Train 1764 2259
Val 543 552
Test 280 345

Figure. 2. Attack Types of Replay-Attack Dataset

3) Paper-Attack Dataset

The Paper-Attack dataset used in this study was constructed by combining several public datasets available on the Kaggle
platform, each providing variations of printed attacks or static-image—based spoofing attempts. The datasets incorporated
include the Face Anti-Spoofing Dataset, Advanced Paper Attacks, IBETA Level-1 Liveness Detection, PRINT-OUT Dataset,
a subset of CelebA-Spoof, and the Selfie and Video Back-Camera Dataset [16-21]. Although all datasets were obtained from
Kaggle repositories, the scientific reference related to printed-photo attacks refers to the publication by Zhang et al. [22], which
describes the characteristics of static-image and printed-media attacks in the context of face anti-spoofing. All sources were
subsequently merged, normalized, and reprocessed to form a unified Paper-Attack dataset that aligns with the experimental
standards of this research. Table 3 is the total number of frames after the extraction process and Figure 3 is the types of attacks
that contained in the Paper-Attack dataset.

TABLE 3. PAPER-ATTACK DATASET DISTRIBUTIONS

Class
Set
Real Spoof
Train 685 672
Val 189 197
Test 100 87

or

Cut attributes
external

Cut attributes
in photo

Figure. 3. Attack Types of Paper-Attack Dataset
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B. Preprocessing dan Augmentasi

All extracted frames were resized to 224x224 pixels and then processed using preprocess_input according to the respective
backbone architecture, which transforms the pixel range to [-1, 1]. In this study, augmentation was applied only to the training
data to increase pattern diversity without introducing excessive noise. The augmentation process was implemented using
tf.keras.Sequential. Three types of augmentation were applied:

1) RandomFlip: to enhance the model’s robustness against variations in facial pose.

2) RandomRotation: in order to assist the model with small facial rotations..

3) RandomZoom: randomization of camera distance.

The validation and test data were not augmented in order to remain representative and unbiased.

C. Achitecture Model

We consider three Convolutional Neural Network (CNN) architectures that have demonstrated success in different visual
pattern recognition tasks. We specifically choose these architectures because each belongs to a different type category
lightweight, balanced and deep/high-capacity. Therefore, comparing them not only demonstrates the efficiency of individual
models but also gives us more general insight into the tension between the complexity and the generalization ability for these
two tasks. The first architecture is an already mentioned MobileNetV2, which has been thought for computational efficiency
by using inverted residual blocks and linear bottlenecks. The architecture can also perform well on devices with low
computational power, which are smartphones and real-time systems highly relevant for camera based attendance system given
its need to be responsive. The second model is EfficientNetB0, the root model of the EfficientNet family and uses a compound
scaling method to gradually adjust network depth, width and resolution. This method allows the model to balance well the
accuracy and efficiency compared with mainstream architectures. Due to its high performance and strong feature representation
capabilities, EfficientNetBO is a strong candidate for addressing data distribution differences in cross-dataset situations. The
third architecture is ResNet50, a deep network with very high capacity, which uses skip-connections to counter the problem of
gradient degradation in such very deep architectures. The addition of residual connections provides a more stable gradient
flow, hence the model is able to learn more complex features. ResNet50 is also a successful strong baseline in many computer
vision works, thus including it is crucial to enable comparison with two more lightweight approaches.

D. Training Process

The adopted training method in this work is fine-tuning, which means that some of the pretrained backbone layers are
unfrozen to adapt model weights to specific datasets like face anti-spoofing ones. The critical elements of the training process
include:

1) Model Initialization

The backbone is pretrained with ImageNet weights. The lower layers of the backbone are frozen to maintain general

features learned from natural image domain.

2) Training Hyperparameters
Table 4 shows the parameters that use in training process are designed to according ro the balance between learning
capability and convergence stability.

TABLE 4. HYPERPARAMETER

Hyperparameter Score
Optimizer Adam
Learning rate le=3
Batch size 32
Epoch 30
Loss function Binary Crossentropy

In the training of all models we kept the hyperparameters fixed for fair comparisons. Once we had chosen the CNN
architecture with the most stable generalization, additional optimization was made, by changing some of these hyperparameters.

3) Fine-Tuning Strategy
The following fine-tuning approach was used in this study:
a). 70% of the bottom layers were frozen not to suffer catastrophic forgetting.

b). The upper layers (30%) were re-trained to adapt for texture patterns, reflections, and artifacts that are related with
spoofing attacks.
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Such an approach permits to use generic symbols, but can be adapted to domain-specific ones.

E. Performance Evaluation

Performance was evaluated to the how well the model can identify attacked face-spoofing patterns in both ideal and out of
sample conditions. To achieve this, two evaluation scenarios were applied so that the model’s generalization capability could
be assessed more comprehensively.

1) Scenarios Evaluation

a)

b)

Intra-Dataset Testing

In this scenario, each model is trained and tested using the same dataset, so its performance reflects the model’s ability
to capture patterns specific to that domain. Table 5 presents the intra-dataset testing scenarios.

TABLE 5. INTRA-DATASET TEST SCENARIOS

No. | Train Dataset | Test Dataset

1 SiW-Mv2 SiW-Mv2

2 Replay-Attack | Replay-Attack

3 Paper-Attack Paper-Attack

Since this study involves three models to be evaluated and each model undergoes the scenarios shown in the table
above, each model will produce three intra-dataset test results. Thus, the total number of intra-dataset test results is
nine.

Cross-Dataset Testing

This is essence of the experiment, where the model is learned on one dataset and tested on two different datasets. This
case is especially critical in face anti-spoofing, where real applications are carried out under circumstances that hinder
to resemble the train data. The cross-dataset testing scenarios are reported in Table 6.

TABLE 6. CROSS-DATASET TEST SCENARIOS

No. Train Dataset Test Dataset

1 SiW-Mv2 Replay-Attack

SiW-Mv2 Paper-Attack

Replay-Attack | Siw-Mv2

Paper-Attack SiW-Mv2

2
3
4 | Replay-Attack | Paper-Attack
5
6

Paper-Attack | Replay-Attack

All models are tested with the six scenarios as listed above, then get 18 cross-dataset testing scenarios and results in
this work.

2) Evaluation Metrics

In order to offer a complete assesment of the performance of the model, we use several well-known binary classification
preprocessed evaluation metrics:

a)
b)
<)
d)
e)

Accuracy: the ratio of correctly predicted instances to total (all test data points)..

Precision: evaluates the correctness of predict spoff class by model.

Recall: evaluates the model’s capacity to identify all true spoof cases..

F1-Score: a harmonic average of precision and recall which gives overall performance.

Confusion Matrix: describes in details commercially the number of true positives and negatives, false positive and
negatives, and to analyze errors such as false acceptance or false rejection.
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3) Generalization Measurement Using Average Drop Rate

Besides the common ones, special attention is made to the Average Drop Rate that in our case quantifies how much does
the performance drop when moving from intra-dataset to cross-dataset. The drop rate is the value obtained by substituting into

(1):

A; —A
Drop Rate = Mintra = Across| x 100% 1

Aintra

Models with lower drop estimates may be more robust to real-world jitter, and might be used in operational deployments.

III. PROPOSED METHOD

This section describes the proposed approach used in the study to evaluate and determine the CNN architecture with the
most stable generalization capability for face spoofing detection. The proposed method focuses on comparing the performance
of three CNN models through cross-dataset testing scenarios, which are designed to simulate real operational conditions of
face-recognition-based attendance systems.

A. Proposed Method Workflow

The research approach comprises several integrated steps, from data collection to implementing the best-performing model.
In general, the proposed method is shown in Figure 4.

Dataset Preparation & Haming 3 G Arcttiectxes
B P (MobileNetV2, Intra-Dataset Evaluation
reprocessing EfficientNetB0, dan ResNet50)
Select Best Model HCompute Average Drop RateH Cross-Dataset Evaluation ’

Figure. 4. Proposed Method

The pipeline starts with the preparation of datasets and preprocessing where all videos are split into training, validation,
and testing sets using a 70 to 20 to 10 percentage ratio at the video level in order to avoid data leakage. The frames in each
video are then resized to 224 x 224 (as opposed to the original 256x256 resolution for technical reasons) and then augmented
and normalized to add variability in data and obtain standard input quality. After pre-processing the image data, three
convolutional neural network models: MobileNetV2, EfficientNetBO and ResNet50 are trained with a fine-tuning method
proposed with homogeneous hyperparameters to ensure the unbiased and fair comparison. Following training, each model is
intra-dataset evaluated on the same dataset as where it's training samples originate, serving as a baseline performance reference
for controlled settings. To evaluate the generalization ability, we also perform cross-dataset evaluation by testing on 2 extra
datasets which have different characteristics compared to the training set so that how robust our method is against domain shift
can be analyzed. The average drop rate is the performance decline level across data-sets, which is used as the primary index
for measuring cross-domain stability. Finally, the model that has the lowest average drop rate (shows least degradation with
respect to image source) is chosen as most stable architecture. This method is preferred in practice for an attendance system
because of its better robustness and stable performance under different data conditions.

B. Generalization Measurement Approach

This work takes a generalization measurement perspective based on Average Drop Rate as we believe accuracy is not
always enough to completely understand how well a model generalizes with respect to its stability when faced with
distributional shifts. The adoption of Average Drop Rate enables the analysis to recognize how sensitive the model on
variations, including lighting condition and device differences, as well as measuring how much the model is dependent on
certain patterns exists in training dataset. Furthermore, this measure represents a less biased and more general evaluation of
robustness than assessing the cross-dataset performance in isolation. Therefore, the Average Drop Rate is the main characteristic
of the method we propose and it is used to look for the best model, i.e., that with lower value of this rate and a small variance.
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IV. RESULT AND DISCUSSION

This section discusses the experimental results obtained from training and testing three CNN architectures, there are
MobileNetV2, EfficientNetB0, and ResNet50, across two main scenarios: intra-dataset testing and cross-dataset testing. The
primary objective of this analysis is to assess the generalization capability of the models, namely how well their performance
remains stable when evaluated on domains that differ from the training data. Generalization is a critical factor in the context of
implementing face-recognition-based attendance systems, as real-world operational conditions are highly variable and cannot
be fully represented by a single dataset.

A. Intra-Dataset Testing Results

In the intra-dataset testing, all models achieved high accuracy across the three datasets (Table 7). This behavior coincides
with results already observed in prior works where CNN reply very well to testing data which derives from the same sample
distribution used for training. This indicates the models are able to learn important texture, reflection and visual pattern features
in the training data.

TABLE 7. INTRA-DATASET TEST RESULTS

Model Dataset Accuracy | Precision | Recall | F1-Score
SiW-Mv2 0.95 0.95 0.95 0.95
EfficientNetBO | Replay-Attack 0,94 0,94 0,94 0,94
Paper-Attack 0,66 0,67 0,67 0,66
SiW-Mv2 0,94 0,94 0,94 0,94
ResNet50 Replay-Attack 0,98 0,98 0,98 0,98
Paper-Attack 0,72 0,72 0,72 0,72
SiW-Mv2 0,86 0,86 0,86 0,86
MobileNetV2 | Replay-Attack 0,98 0,98 0,98 0,98
Paper-Attack 0,78 0,78 0,77 0,77

B. Cross-Dataset Testing Results

In order to test the transferability of these models and their ability to remain generalizable in face of new domains that were
not present in the training data, cross-dataset evaluation was performed.

1) Trained Model for SiWw-Mv2
The Cross-dataset test results for each trained model obtained across datasets are showed in Table 8.

TABLE 8. CROSS-DATASET TEST RESULTS WHEN TRAIN IN SIW-MV2

SiW-Mv2 | Replay-Attack | Paper-Attack Drop Rate Drop Rate
Model (Intra) (Cross) (Cross) | (Replay-Attack) | (Paper-Attack) | Y& Prop Rate
EfficientNetBO 0,95 0,83 0,82 12,63% 13,68% 13,16%
MobileNetV2 0,94 0,78 0,53 17,02% 43,62% 30,32%
ResNet50 0,86 0,78 0,55 9,30% 36,05% 22,67%

According to the findings, it can be noticed that EfficientNetBO0 is the most stable model with the average drop rate of
13.16%, which also means that this architecture can capture rather general spoofing patterns. MobileNetV2 was also the one
with prominent performance drop to handle the Paper-Attack in comparison to other models. ResNet50 On the other end,
ResNet50 presented a fair performance, obtaining less drop rate at Replay-Attack which it was already quite big on against
Paper-Attack. In a nutshell, training on a more diverse dataset, SiW-Mv?2 in our case results into models that generalise better
against domain shifts.

2) Trained Model for Replay-Attack
The Cross-dataset test results is presented in Table 9 for each model trained with Replay-Attack dataset.
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TABLE 9. CROSS-DATASET TEST RESULTS WHEN TRAIN IN REPLAY-ATTACK

Replay-Attack | SiW-Mv2 | Paper-Attack | Drop Rate Drop Rate
Model (Intra) (Cross) (Cross) (SIW-Mv2) | (Paper-Attack) | V8 Drop Rate
EfficientNetB0 0,94 0,63 0,88 32,98% 6,38% 19,68%
MobileNetV2 0,98 0,56 0,47 42,86% 52,04% 47,45%
ResNet50 0,98 0,52 0,76 46,94% 22,45% 34,69%

As can be seen from the table 9, when models are trained on the Replay-Attack dataset, all the architectures suffered
significant performance drop on SiW-Mv2 and Paper-Attack. EfficientNetBO has the lowest drop rate on average of 19.68%
comparatively to MobileNetV2 and ResNet50. The poor performance on SiW-Mv2 shows that Replay-Attack does not cover
enough diversity of conditions and types of attack for the model to generalize well. MobileNetV2 exhibited the most reduction
in performance, with a loss rate of about 50%, and ResNet50 achieved relatively acceptable results but still showed slippage.
These results emphasise the fact that over-simplistic datasets can propagate to a low generalisation model.

3) Trained Model for Paper-Attack
The Cross-dataset test results for each models trained on the Paper-Attack dataset from Table 10.

TABLE 10. CROSS-DATASET TEST RESULTS WHEN TRAIN IN PAPER-ATTACK

Mo | P e e | ot gy | AveDro Rae
EfficientNetBO 0,66 0,49 0,49 25,76% 25,76% 25,76%
MobileNetV2 0,72 0,58 0,61 19,44% 15,28% 17,36%

ResNet50 0,78 0,46 0,52 41,03% 33,33% 37,18%

The overall generalization performance of training on the Paper-Attack dataset is the weakest according to these results.
Meanwhile, MobileNetV2 remained themost robust architecture with an average drop rate of 17.36%, although it was
marginally worse than EfficientNetB0. The significant performance drop on SiW-Mv2 for EfficientNetBO and ResNet50
implies that the features of printed-based spoofing attacks are not generalized enough to describe more dynamic attacks like
replay, makeup, or mask. Overall, these results suggest that training on a static dataset like Paper-Attack is less effective for
learning representations which can generalize to a broader variety of real-world spoofing variations.

C. Average Drop Rate Results

And to fairly compare the stability of the architectures, we also computed its Average Drop Rate among all cross-dataset
scenarios. This average drop in accuracy from intra-dataset to cross-dataset evaluations is a direct measure of generalization.
Table 11 is how the Average Drop Rate looks like for each model.

TABLE 11. AVERAGE DROP RATE RESULTS

Avg Drop Rate

Model (All Scenarios)
EfficientNetBO 19,53%
MobileNetV2 31,71%
ResNet50 31,52%

Table 11 shows that EfficientNetBO0 has the lowest Average Drop Rate of 19.53% such that this model is comparably stable
when evaluated on other domains. MobileNetV2 and ResNet50 present dropout ratio values of 31% or more, which implies
them to be quite sensitive for data distribution. The results imply that the compound scaling and architecture structure of
EfficientNet possess an advantage in learning more global spoofing patterns, so that the model is less reliant on specific
characteristics of the training dataset. Thus, EfficientNetBO0 is chosen as the most suitable candidate for further fine-tuning and
deployment in the attendance systems of this paper.

D. Fine-Tuning of Selected Model (EfficientNetB0) for Attendance Systems Adoption.

According to the final testing on 5 datasets overall, EfficientNetBO was chosen as it has the most stable cross-dataset
generalization. For its applicability to a face-recognition-based attendance systems, further tuning was carried out by using
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SiW-Mv2 as the main dataset. We use this dataset because of its diversity and representative nature, so that the final model is
more robust across different spoofing attacks. The optimization was carried out with some procedures of trial-and-errors where
certain hyperparameters were adjusted improving stability and accuracy. Table 12 displays the modified hyperparameter values
and their corresponding RMSEs.

TABLE 12. MODEL EFFICIENTNETBO OPTIMIZATION RESULTS

Experiment | Drop Out | Patience | Trainable layers (%) | Learning Rate | Epochs | Accuracy
1 0,3 3 30% le-3 30 0,95
2 0,3 3 30% le-5 30 0,95
3 0,3 5 30% le-5 30 0.97

The optimization process of the EfficientNetB0O network was conducted through three experiments by exploring some
important hyperparameters considered in detail to achieve high stability and accuracy on SiW-Mv2 dataset. For the first
experiment, we trained the model with a rate of dropout 0.3 with EarlyStopping patience equals to 3 along 30% trainable layers
using learning rate of 1e-3 and needed to train for 30 epochs, achieving an accuracy of 0.95. The second experiment was the
same configuration as the first simulation, only with a smaller learning rate le-5 and yielding an accuracy of 0.95 as well. Its
reduction improved stability of training, but did not noticeably increase accuracy. The third experiment showed a performance
leap and we used the learning rate as le-5 with the patience now as 5 compared to 3. The accuracy is brought up to 0.97 by
giving a more time for the model to finetune.

These results demonstrate that a higher patience value has a positive impact on the optimization process, while the
combination of a 0.3 dropout rate, 30% trainable layers, and a low learning rate of le-5 proves to be the most optimal
configuration for producing a stable final EfficientNetB0O model ready for integration into an anti-spoofing attendance systems.
Figure 5 is the visualization of the confusion matrix and classification report for the optimized EfficientNetBO model.

Confusion Matrix - EfficientNetB0 (Fine-Tuned)

real

- 300

©
[T}
o
5
o Classification Report:
-] . .
E - 200 precision recall fl-score support
3 - 13 real 0.97 0.96 0.96 380
& -100 spoof 0.97 0.97 0.97 486
accuracy 0.97 866
real spoof macro avg 0.97 0.97 8.97 866
Predicted Labels weighted avg 0.97 0.97 0.97 866

Figure. 5. Confussion Matrix & Classification Report

E. Implementation of the Model in the Attendance Systems

Finally, the fine-tuned EfficientNetBO model was incorporated into this study’s face recognition—based attendance
application. This decision merges the face detection module, the face recognition module and the anti-spoofing detection one
working with camera on a device. Figure 6 shows the system works well under normal operating conditions where registered
users' faces are successfully detected and classified as real with a green bounding-box appears around the user along with the
name label of the recognized user. On the other hand (Figure 7), if a user is trying to take attendance from an image or video
of the displayed photo or video on any remote device, then the system may alert for suspicious action and mark them as spoofing
attacks through red bounding boxes and indicating that it has detected with status message. Attendance attempts are logged in
the attendance history (Figure 8) with both status (Present or Spoof Detected) and time-stamp details. These implementation
results indicate that the EfficientNetBO model works responsively and accurately in real application scenario improving the
security of attendance systems by mitigating risks of manipulation with fake faces.
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Figure. 6. Attendance Systems Detecting Real Face
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Figure. 7. Attendance Systems Detecting Fake Face/Spoof
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Figure. 8. Attendance History
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V. CONCLUSION

This study evaluates the generalization capability of three CNN architectures—MobileNetV2, EfficientNetB0, and
ResNet50, through a series of intra-dataset and cross-dataset tests using the SiW-Mv2, Replay-Attack, and Paper-Attack
datasets. The experimental results show that all three models experience performance degradation when tested on different
domains, confirming that face spoofing detection is highly sensitive to variations in data distribution. Among the three
architectures, EfficientNetB0 consistently achieves the lowest average drop rate in two out of three scenarios, allowing it to be
identified as the model with the most stable generalization capability.

The fine-tuning step of EfficientNetBO The selected base model, EfficientNetBO was further tuned with different
hyperparameter settings applied to the SiW-Mv2 dataset. This optimization, especially the increased value of EarlyStopping
patience reveals a better accuracy performance (up to 0.97) and thus making the model more deployable on real time attendance
systems. The implementation of the model in the face recognition—based attendance application demonstrated that the system
can reliably distinguish between genuine and spoofed faces, responding effectively under normal usage conditions as well as
during simple spoofing attempts.

So, this paper helps to understand how CNN generalizes in face spoofing detection, and the findings show that combining
a strong generalizable model can improve the security of digital attendance systems. Possible future works include
generalization/adaptation to domains other than the available training sets, inclusion of more diverse fine tune tasks and
operational scenarios that are representative with respect to complexity demand challenge against a wider variety of spoofs.
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